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W
hy C

loud C
om

puting?











W
hy focus on governm

ent cloud?







R
esearch Q

uestions (1) 
•

W
hen governm

ents becom
e cloud clients or users of cloud 

com
puting services, w

hat are the prim
ary legal requirem

ents 
applicable? 
–

H
ow

 w
ill the G

D
PR

 apply to and affect the use of cloud 
com

puting services? 
–

W
hat are the prim

ary procurem
ent challenges (openness, 

transparency, etc.)?
–

Jurisdictional challenges/problem
s/requirem

ents
•

W
hat procurem

ent procedures, standard contracts or technical 
m

eans are governm
ents in the EU

 and the U
S applying or 

developing to m
eet legal requirem

ents w
hen adopting cloud 

com
puting?

•
H

ave these procurem
ent procedures and risk assessm

ent 
program

s been effective or helped governm
ents to m

eet legal 
requirem

ents, particularly in the area of data privacy? 





R
esearch Q

uestions (2) 
•

H
ow

 are the responsibilities of governm
ents different 

from
 other types of cloud clients? 

•
H

ow
 do

governm
ents approach transparency and 

accountability w
hen adopting cloud com

puting 
services? 

•
H

ow
 oughtgovernm

ents obtain transparency and 
accountability w

hen adopting cloud com
puting 

services?





R
ole of contracts—

the law
 of the 

parties 



G
etting B

eyond B
oilerplate

•
Standard C

ontracts Provided to C
onsum

ers 
and SM

Es Available
–

M
any studies evaluating B2C

 (or B2SM
E) 

contracts 
–

M
any problem

s w
ere apparent 

•
N

egotiated B2B C
loud C

ontracts 
–

Lim
ited Ability to Access/Assess the “Law

 of the 
Parties”

–
Interested in C

ontractual Structure, Prim
e 

C
lauses, Specific R

equirem
ents (SO

W
, SLAs) 

–
Q

M
U

L Study 



B
2B

 term
s often lim

ited to the parties 
to the contract

“N
either party w

ill disclose confidential 
inform

ation in violation of the term
s and 

conditions of this Agreem
ent, to any third 

party, w
ithout the prior w

ritten consent of 
the other Party…

including the term
s and 

conditions…
[]”





Varied R
esponses  



G
overnm

ent C
loud A

pproaches 
•

(1) M
arketplace and Procurem

ent M
odel

–
Procurem

ent fram
ew

ork for purchasing solutions 
from

 external providers (C
SPs) in a defined 

m
arketplace (e.g. G

-cloud, U
S FedR

AM
P/G

SA).
•

(2) R
esource Pooling M

odel
–

C
om

m
on infrastructure or platform

 accessible by 
m

any governm
ental entities creating a “pool” of 

resources w
here agencies can create applications 

(exam
ple: Sara N

etw
ork, Spain).

•
(3) Standalone Applications M

odel
–

C
reating or “cloudifying” existing applications at 

the individual agency level (e.g. storage)



G
-C

loud
(U

K
) 

•
M

arketplace and procurem
ent m

odel 
•

G
oal is to create an easy m

ethod for public sector 
buyers to obtain cloud 
–

Procurem
ent tenders for cloud every 6-9 m

onths
–

Short-term
 agreem

ents intended to m
eet EU

 
procurem

ent requirem
ents

U
ses

tw
o

m
ain

contracts
•

(1) Fram
ew

ork Agreem
ent and 

•
(2) C

all-offC
ontract

–
U

sing Suppliers term
s

–
M

axim
um

 length of contract is 2 years



•
G

overnm
ent-w

ide standard for federal
agencies

adopting
cloud

•
“D

o once, use m
any tim

es”fram
ew

ork



G
overnm

ent specific “concrete” 
procurem

ent problem
s

•
Bidding and procurem

ent processes
–

“Pay-for-use” or “Pay-as-you-go” arrangem
ents rather 

than fixed prices—
m

ay even violate procurem
ent law

s
–

Procurem
ent contracts focused on either softw

are or 
hardw

are—
som

e cloud services (SaaS) fallinbetw
een

–
M

any fram
ew

orks call for C
SPs to m

eet general 
outsourcing requirem

ents 
–

R
igid fram

ew
orks/tim

efram
es 

•
Local Storage R

equirem
ents (Archives etc.)

•
C

ulture of governm
ent IT 

•
Som

e required standards (ISO
 etc.) unavailable for 

cloud com
puting



B
roader policy issues

•
Availability of services w

hen gov’t becom
es 

dependent on a third-party (em
ail, m

edical 
journals etc.) 
–

D
elegation and duty to citizens 

•
Transparency, accountability, legitim

acy
–

C
om

pliance w
ith FO

IA?
•

Loss of com
petence/m

anagem
ent over 

strategic resources
–

Long-term
 planning/cyber security etc. 

•
C

om
petition/ C

loud M
arket

•
D

ata sovereignty and control over 
inform

ation assets (census, health data etc.)



D
efinitional Problem

s
•

M
any agencies failed classify services as 

“cloud com
puting” under the N

IST (or internal 
definitions)  

•
D

epartm
ent of Energy (D

oE) 
–

O
ver $30 m

illion in cloud contracts—
but did not 

properly classify them
–

D
oE listed 44 services as “cloud”audits found 

130
•

N
ot defining services as “cloud” resulted in a 

failure to apply FedR
AM

P
and other controls 



N
on-D

isclosure A
greem

ents (N
D

A
s) 

•
M

any U
S contracts did not contain required 

N
D

As
•

O
ther agencies had an N

D
A w

ith the prim
ary 

contractor, but the clause did not flow
 dow

n 
to subcontractors

•
“R

elease to one release to all” rule
–

Lim
ited ability to object to release of procurem

ent 
sensitive m

aterials under FO
IA 



Service Level A
greem

ents (SLA
s)

•
Perform

ance requirem
ents (availability 

“uptim
e” etc.)

–
SO

W
: W

hat has to be accom
plished 

–
SLA: H

ow
 w

ell
•

Lack of standardized or m
odel SLAs in the 

U
S and Europe often cited as a barrier

–
ISO

/IEC
 19086-1:2016 Service level agreem

ent 
(SLA) fram

ew
ork

–
EU

 Projects
–

C
odes of conduct 

–
EC

 C
-SIG



Service Level A
greem

ents (SLA
s) 

•
Federal agencies are required to:
–

(1) O
btain SLAs providing specific guarantees 

–
(2) H

ave a m
eans to m

easure perform
ance

–
“C

redible consequence” for failure to m
eet SLAs

•
M

any U
S federal agencies failed to include 

SLAs or other perform
ance m

etrics.
–

EPA paid $2.3 m
illion for services that w

ere not 
perform

ed 
•

Very difficult to hold C
SPs liable/show

 breach 
for poor perform

ance w
ithout SLA

•
Subject to "good faith" 



R
esponsibilities of Partners and 

Subcontractors
•

O
ften m

any layers/partners providing a cloud 
service

•
Federal Agencies are required to have in 
place “back-to-back” or “flow

 dow
n” contracts

•
Prior approval/control over subcontractors

•
Prevents accountability from

 being lost in the 
supply chain









EPA
 Term

s of Service (TO
S) 

•
Access to data, w

arranties, indem
nification, 

choice of law
 and forum

, variation clauses 
etc.

•
EPA contract lim

ited prim
ary contractor (prior 

consent) but allow
ed for: 

–
“…

unilateral changes to the term
s of the service 

agreem
ent by posting to the subcontractor’s 

w
ebsite.” 

•
EPA did not have term

s requiring sub-
contractors to preserve data etc. 



D
ept. of Labor (D

O
L) and Portability

•
G

C
S provided a SaaS

solution for financial 
m

anagem
ent to the D

O
L

–
G

C
S w

as processing over $170 billion w
orth of 

D
O

L transactions 
•

G
C

S raided by FBI for im
m

igration (am
ong 

other) violations 
•

FBI investigation resulted in G
C

S’s 
bankruptcy 



D
O

L and Portability (2)

•
D

O
L w

as “locked-in” to its C
SP

•
C

ontract did not require G
C

S to return data 
in a usable form

 and w
as unclear on data 

ow
nership. 

•
D

O
L could not perform

 the function w
ithout 

G
C

S
•

R
esult: D

O
L had to buy its ow

n data from
 

G
C

S (or its creditors) for $23.5 m
illion

•
U

nclear "end of relationship" term
s



M
andatory R

ules/ Im
m

utable D
efaults 

Lim
its to the ‘private legislation’ that m

ay im
pact cloud 

com
puting contracts:

–
C

om
petition law

–
Tax law

–
Tort law

–
Em

ploym
ent law

–
C

onsum
er protection

–
D

ata protection law
–

O
ther areas w

ith strong public policy 
considerations

In B2B and B2G
 agreem

ents focusing on contractual 
m

atters, a high level choice/freedom
 to choose term

s.



R
esponsibility for data under the 

G
D

PR
 



G
D

PR
 and contract term

s

•
“[c]ustom

eragrees that…
.G

oogle is m
erely a 

data-processor”
•

“…
the Parties agree to be bound by the 

Standard C
ontractual C

lauses w
ith the 

follow
ing m

odifications
that are required to 

take into account the special requirem
ents of 

cloud com
puting and its uniform

 offering to all 
custom

ers”.



Public Sector D
irective 2014/24/EU

 
provides the follow

ing requirem
ent:

(77) W
hen draw

ing up technical specifications, 
contracting authorities should take into account 
requirem

ents ensuing from
 U

nion law
 in the 

field of data protection law, in particular in 
relation to the design of the processing of 
personal data (data protection by design) .



Looking forw
ard…



Thank You! 

•
Q

uestions? 
•

C
om

m
ents?


